How to Manage User Accounts and Project Groups in
NIH External

Open a browser. You must use Microsoft’s Internet Explorer 5.0 or later.
Type in the URL: https://adm.nih.gov

You will get the follow screen

= NIH ADM Front Page - Windows Internet Explorer |'__||'E|[z|
@ L& A |§, htkps:{fadm. nib.gowf v| % | he |l | | i

. File Edit View Favorites Tools  Help

: Links & | SRA Secure Login @ | ADM & | Admin Testing @ | ILO ko MIHADMZ @& | SRATY & | NIH Central Email Service @ CQuest Software '@ M
Failed to retrieve buttons From My Web Search,  Rebry g

& @O0 ®

Active Directory Management Tool

NIHADM

NIH Domain

[ 0U Management for Systerm Administrators ]

[ OU Management for HelpDesk Technicians ]

NIH External Domain

[ 0U Management for NIH External Admins ]

HRSA Domain

[ OU Management for HRSA Admins ]

|  HRSASiteforSelfHelp |

Click on the button that is labeled: OU Management for NIH External Admins


https://adm.nih.gov/

This is a secure site so please accept the security certificate and login using you NIH AD
credentials.

Connect to adm.nih.gow

The server adm.nif.aoy ak adm.nib.goy requires a username
and password,

User narne; | | %i w |

Passwiard: | |

[ Remember my passwaord

The server adm.nib.goy at adm.nib.goy requires a username

and password,

User name: | € rititesterbfa el |

Passwiord; | TIITIIL |

[ Remember my passwaord

[ Ok ][ Cancel ]

After a successful login you will be presented with the page below.
Please choose, “Directory Management”



= ActiveRoles Server - Windows Internet Explorer

% - ‘E‘I https: i} adm. nik . gow)iSites 20F ar % 20NIHE xkernal e 20admins | ?Site+For+ MIHExter nal+admins=0U-+Management+For+MIH-+ V| 5 |‘t‘ | X ‘ ‘Goog\e Hp '|
File Edit “iew Favorites Tools Help Links & | R4 Secure Login @& | ADM @ | Admin Testing & | ILO to MIHADMZ E‘J Microsoft Corparation @ | Microsoft Help and Suppart L
E Failed to retrieve buttons from My Web Search. | Retry $

Active Directory
ECII Management Tool Home My t " gs Help

Logout

My Account

This task category allows you to view and edit your personal account's
properties, such as the first and last names, address information, phone
numbers, and others.

Directory Management
This task category allows you to manage directory objects in your

organization. Whether you can perform a certain task depends on the
permissions specified for you with ActiveRoles Server.

& |

Settings
This task category allows you to change the Web Interface settings.

Help
Help provides information on how to administer and use this Web site.

Ul

right @ 2008 ¢

Done o @ nternet | 100%

4

You will be presented with the domains in which you have administrative permissions.
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A 1 ps: 1 adnn. nin . Qo ite, Lal g % whernale; IS ustomConmanas. aspTast i=DomalinsCollection; l=CN* tulale |l )
hittps: i adm. nih. gov(Site% 20 or % 20NIHE <kernal% 20adminsfAd/CustomC ds. asp?TaskID=D1 CollectionBOR=CRE ¥ *2|| % | |00l

File Edit Wiew Favorites Tools Help Links g‘ SRA Secure Lagin g‘l ADM g Adriin Testing @ | 1LO ko NIHADMZ m Wicrasoft Corparation ﬂ IMicrosoft Help and Support

Failed to retrieve buttons from My Web Search, | Retry

|28
=

#

% & - @G @8

Active Directo
B'Cﬂ" Man:gemem?ool

Goto ' Refresh Active Directory

License wiolatior

Number of enabled user accounts in managed domains (47199) exceeds licensed number (44001

Contact your Quest account representative to

purchase new license.

% Active Directory ¥ Name

View Content

7 nihgov Domain NIH Domain - U.5. Government
@ his command allo 7 nihextnih.gov Domain NIH External Domain - U.5. Government

you to view objects that
reside in the current
container, In the fist of
objects, clicl an object
dispiap fis properties o
content,

| €D 1nkernet | ® 100%

Choose nihext.nih.gov
Click on AD
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File Edit Wiew Favorites Tools Help Links E‘ SRA Secure Lagin E‘ ADM ﬁ Admin Testing g ILO ko MIHADMZ m Wicrasoft Corparation E IMicrosoft Help and Support

Failed to retrieve buttons from My Web Search, | Retry 3

Wk fi-@-E G @@

Active Directo
WCII Man:gemem?ool

Goto ' Refresh ' Up | Active Directory % nihextnih.gov

nihextnih.gow

Ch ti | DC
ange operationa @ Crganizational Unit

Managernent History

Properties

View Content

@ This cormmand allows
o view objects that reside
the curvent container, In t
of objects, cfick an object ¢
display its properties or
content,

[1]

| €D 1nkernet | ® 100 v

You will see three OU’s.
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GE;,‘ - ‘E‘I https: i} adm. nik . gow)iSites 20F ar % 20NIHE xkernal % 20admins fadfCustomCommands. asp? TaskID=ContentBON=0U%:30M0 % V| 9 |‘t‘ | X ‘ ‘Goog\e

File Edit Wiew Favorites Tools Help Links @ | SRA Secure Login @& | ADM @ Admin Testing & | ILO to MIHADMZ E‘J Microsoft Corparation @ | Microsoft Help and Suppart

Failed to retrieve buttons from My Web Search, | Retry 3

% & - @G @8

Active Directory
E CII Management Tool Home

Goto ' Refresh ' Up | Active Directory % nihextnih.gov

ngs Help Lc

Managerment Histor
i I H i Organizational Unit
Properties

Wiew Content Organizational Unit

if

Organizational Unit

@ s command aliows
you ta view objects that
reside in the current
container, In the fist af
objects, click an object to
display its properties or
content,

[

Z TESTING OU Organizational Unit

[1]

4

| @ Internet | 100% g |

Click on the Users OU and you will see the option to create a new account in the
command pane.
Click on, New NIH External User.



EEX

(= ActiveRoles Server - [Users] - Windows Internet Explorer
%ﬂ - ‘E https: ffadm. nih . gow/Site% 20for % 20NIHE kernal % 20AdminsfadfCustomCommands. asp? TaskID=ContentBDN=0%30User: V| 5 |"1“ | X ‘ ‘GOOQ‘E H}J 'l
»

File Edit “iew Favorites Tools Help Links @ | SRA Secure Login @& | ADM @ Admin Testing & | ILO to MIHADMZ mMn:rosoFt Corporation @ | Microsoft Help and Support

#

Failed to retrieve buttons from My Web Search, | Retry

Wk fi-@-E G @@

Active Directory
Em Management Tool My Account Directory Management Settings Help Logout

Goto ' Refresh ' Up ' Active Directory ¥ nihextnih.gov &

Users

Mew NIH External User

Managernent History

Properties

View Content

@ This command allows pou
o view objects that resicge in
the cuwvent container, In the.
list of objects, click an object
o display its properties or
content.

Mo items match the current search.

Done

You are presented with a list of user attributes that need to be filled in before an account
can be created. Fill in the appropriate information.. These external accounts are subject
to inspection... Any erroneous or bogus information found to be entered as attribute data
will cause the account to be deleted.
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File Edit “iew Favorites Tools Help Links @ | SRA Secure Login @& | ADM @ Admin Testing & | ILO to MIHADMZ mMn:rosoFt Corporation @ | Microsoft Help and Support

Failed to retrieve buttons from My Web Search, | Retry 53

Wk fi-@-E G @@

Active Directo
B'Cﬂ" Man:gemem?ool

Goto Refresh Up | Active Directory ihextnih.gov

*First name: |
Mew MIH External User Middle Name: | |
Management History PR | | @
Properties
View Content *Name: | | @
@ this command aliows Display name: | | <)
#o create @ new user in the
atwrent container. *Department: | | @
S| | & =
*E-Mail: | | @
*Telephone number: | | @
“*DOrganizational Categories: I ﬂ @
“Project Groups: | L) I
Project Manager: | |
Project Number: | |
*Level of Security: I ﬂ =)
Next

| €D 1nkernet | ® 100 v

Most data must be manually filled in. There are a few attributes that use teardown menus
for population. Please choose the appropriate Orginizational Unit and group that this
person is associated with.
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Failed to retrieve buttons from My Web Search, | Retry 3

Active Directo =
B'Cﬂ" Man:gemem?ool ] t i t

Goto ' Refresh ' Up | Active Directory % nihextnih.gov

“Firstname: | Thomas | (=]
Mew MIH External User R = | |
Management History *Last name: |Te§tar | @
Properties
Wiew Content *Name: [Tester, Thomas | D

@ 1his commanclonE Display name: [Tester, Thomas (NIMEXT/University of Testin] &)

10 create @ new USer in th

ctirrent container, *Department: |pept. of Testing | D
“Company: [University of Testing Corp. | & 1

“EMaik: [tectert@UofTesteorp.com | D

*Telephone number: [333.555.7777 | S

*Organizational Categories: v D

. Administration of Public Health Programs.
“Project Groups: [Colleges Universities and Professional Schod (&)
General Medical and Surgical Hospitals
Government Agencies

Government Research Centers

Health Allied Services

Hospital Specialty except Psychiatric
Junior Colleges

*Level of Security: |Legal Counsel @
Medical Laberatories

Office of Physicians (except Mental Health Sp
Offices of All Other Miscellaneous Health Pra
Offices of Dentists

Offices of Optometrists

Offices of Podiatrists

Pharmaceutical Organizations

Research Institutes

Technical Service Companies

Project Manager:

Project Number:
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File Edit Wiew Favorites Tools Help Links E‘ SRA Secure Lagin g‘ ADM E Admin Testing m ILO ko MIHADMZ m Wicrasoft Corparation E IMicrosoft Help and Support by
Failed to retrieve buttons from My Web Search, | Retry 8

)
w CII Active Directory T
Management Tool
Goto ' Refresh ' Up | Active Directory % nihextnih.gov
“First name: |Thumas | (=)
Mew MIH External User R = | |
Management History *Last name: |Te§tar | @
Properties
View Content “Name: |Testar, Thomas | @
] This Gomrrr e, Display name: |Testar, Thomas (NIHEXT/University of Testml @
o creats @ new userin .
ctrrent container. Department: |Dept. of Testing | @
*Company: |Univers\ty of Testing Corp. | @ 1
“E-Mail: |testart@quTestcurp.cum | (S
*Telephone number: [333.555.7777 | D
“Organizational Categories: [TERTEIEerms v @
“Project Groups: I ﬂ @
Project Manager: | |
Project Number: | |
*Level of Security: I ﬂ @
Next
» Inc. VS
@ et | ®amow -
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File Edit Wiew Favorites Tools Help Links E‘ SRA Secure Lagin E‘ ADM ﬁ Admin Testing g ILO ko MIHADMZ m Wicrasoft Corparation E IMicrosoft Help and Support by
Failed to retrieve buttons from My Web Search, | Retry 3
el
w CII Active Directory =
Management Tool ] t i t

Goto ' Refresh ' Up | Active Directory % nihextnih.gov

“Firstname: | Thomas | (=]
Mew MIH External User R = | |
Management History *Last name: |Te§tar | @
Properties
Wiew Content *Name: [Tester, Thomas | D

@ 1his commanae Display name: [Tester, Thomas (NIMEXT/University of Testin] &)

o creats & new user in i

ctirrent container, *Department: |pept. of Testing | D
“Company: [University of Testing Corp. | & 1

“EMaik: [tectert@UofTesteorp.com | D

*Telephone number: [333.555.7777 | S

“Organizationl Categories 9

*Project Groups: v &

CSR Sharepoint Group,

GAIN Project

NCBI Sharepoint Group

Project Number: |NIA-IRP HANDLS Interim Study
MNIAID GCP Training Development
NIAID-Collaboration

MIEHS Familial Pulmonary Fibrosis @
NIGMS Council Members
NIGMS External test
MIGMS Sharepoint Group
MNIH ITIL

Project Manager:

*Lewvel of Security:

NINDS CNS IRE Project
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% & - @G @8

Active Directo
ECII Man:gemem?ool

Goto ' Refresh ' Up | Active Directory % nihextnih.gov

*First name:

Mew MIH External User e

Management History *Last name:

Properties

View Content “Name:

@ this command aliows s
10 create @ new USer in the .

current container, Department:

*Company:

*E-Mail:

*Telephone number:

“*DOrganizational Categories:
*Project Groups:
Project Manager:
Project Number:

*Lewvel of Security:

Home My

|Thumas

| @

|Te§tar

| D

|Testar, Thomas

| @

|Testar, Thomas (NIHEXT/University of Testml @

|Dept. of Testing

| D

|Univers\ty of Testing Corp.

| @

|testart@quTestcurp.cum

| @

[333.555.7777

| D

IMedicaI Laboratories

% 9

GAIN Project

¥ O

»
el
ngs Help Lc
o

This account will need to be also associated with a particular Security level.
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Failed to retrieve buttons from My Web Search, | Retry 3

)
w CII Active Directory T
Management Tool
Goto ' Refresh ' Up | Active Directory % nihextnih.gov
“First name: |Thumas | (=)
Mew MIH External User R = | |
Management History *Last name: |Te§tar | @
Properties
View Content “Name: |Testar, Thomas | @
] This Gomrrr e, Display name: |Testar, Thomas (NIHEXT/University of Testml @
o creats @ new userin .
ctrrent container. Department: |Dept. of Testing | @
*Company: |Univers\ty of Testing Corp. | @ 1
“E-Mail: |testart@quTestcurp.cum | (S
*Telephone number: [333.555.7777 | D
*Organizational Categories: IMedicaI Laboratories ﬂ @
“Project Groups: [GAIN Project > @
Project Manager: |Pauhne PM |
Project Number: |7539443 |
*Lewvel of Security:
1
2
Next
» Inc. VS
@ et | ®amow -
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File Edit Wiew Favorites Tools Help Links E‘ SRA Secure Lagin g‘ ADM E Admin Testing m ILO ko MIHADMZ m Wicrasoft Corparation E IMicrosoft Help and Support

Failed to retrieve buttons from My Web Search,

Wk fi-@-E G @@

Retry

wCII Active Directory

Management Tool
Refresh | Up | Active

Goto

Mew MIH External User

Management History
Properties
View Content

@ This command allo
o creats @ new userin
atwrent container.

Directory ¥ nihextnih.gov

*First name:

Middle Name:

*Last name:

*Name:

Display name:
“Department:
*Company:

*E-Mail:

*Telephone number:
“*DOrganizational Categories:
*Project Groups:
Project Manager:
Project Number:

*Lewvel of Security:

[Thomas | O
| |

| D
| @
[Tester, Thomas (NIHEXT/University of Testi| &
| D
| @
| @
| D
v
v

|Pauhne PM |

|Te§tar

|Testar, Thomas

|Dept. of Testing

|Univers\ty of Testing Corp.

|testart@quTestcurp.cum

[333.555.7777

IMedicaI Laboratories

|GAIN Project

[7883443 |

¥ 0

|2

Mext

™

, Inc,

| OE100% <
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Failed to retrieve buttons from My Web Search, | Retry 3

W - &G G968
wal"mfgm?m

Goto ' Refresh ' Up | Active Directory % nihextnih.gov

Mew MIH External User

Management History

Properties

e |9

View Content

@ This command allo
10 create a new user in *ZipfPostal Code: ‘ ‘ @
atwrent container.

*Country/ region: v ‘ @

_Back next|
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w Rk BB GOD
mmm@n:gm?wl

Goto ' Refresh ' Up | Active Directory % nihextnih.gov

1234 Anystreet Drive

Mew MIH External User

Management History

Frepeites “City: ‘Anvwhere ‘ @

“State/Province: [up ‘ [s]

View Content

@ This command allo
o creats @ new userin
atwrent container.

“Zip/Postal Code: 31400 s

*Country/region: v &

>

AFGHANISTAN
ALBANIA

ALGERIA
AMERICAN SAMOA
ANDORRA
ANGOLA
ANGUILLA
ANTARCTICA
ANTIGUA AND BARBUDA
ARGENTINA
ARMENIA

ARUBA
AUSTRALLA
AUSTRIA
AZERBAILIAN
BAHAMAS
BAHRAIN
BANGLADESH
BARBADOS

[

BHUTAN
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Failed to retrieve buttons from My Web Search, | Retry 3

W - &G G968
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Goto ' Refresh ' Up | Active Directory % nihextnih.gov

1234 Anystreet Drive

Mew MIH External User

Management History

Fropert “City: ‘Anvwhere ‘ @
View Content

“State/Province: [up | D
@ This command allo
to create @ new user in “ZipfPostal Code: (31400 | Q

cuwrrent container.

“countyregn: )
Back | Next




ActiveRoles Server - [Users] - Windows Internet Explorer,

@ - ‘ﬂ https: i} adm. nik . gow)iSite%s 20Far % 20MNIHE xkernal e 20admins Adfzener akeFarm, aspPTaskID=Newlser&DMN=0U% 3D Users%:: V| Q |‘t‘ | X ‘ ‘Goog\e

Failed to retrieve buttons from My Web Search, | Retry

File Edit Wiew Favorites Tools Help Links E‘ SRA Secure Lagin E‘ ADM E Admin Testing g ILO ko MIHADMZ m Wicrasoft Corparation E IMicrosoft Help and Support

Wk fi-@-E G @@

Active Directo
WCII Man:gemem?ool

Goto Refresh Up | Active Directory

nihextnih.gov

User logon name:

“User logon pre-Windows 2000):
Mew MIH External User name (pre-W ):

Management History Password:
Properties

Wiew Content Confirm password:
@ This command allo

o creats @ new userin i Account options:

cuwrrent container.

‘Tester‘r I@nihext.mh.guv V| <]
[NIHEXT\ TesterT S}

[sassnress | 9

Generate | C\earl Spell out

¥ User must change password at next logon
™ user cannot change password

I™ Password never expires

™ Account is disabled

¥ Go to the object's page when click Finish

Back | Finish I

| o Internet
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B.CIT Moty
Management Tool ] nt  Dir

Goto ' Refresh ' Up | Active Directory % nihextnih.gov Drganizational Categories % Medical Laboratories % Tester, Thomas

General Address Account Telephones Organization & Project Infa

ﬁ Tester, Thomas e ‘Thomas ‘

Disable Account ol ‘Tﬂtef ‘

Reset Password Initials: ‘ ‘

Copy

Rename Display name: ‘Te&‘ter, Thomas (NIHEXT/University of Tastm‘

View REoP

Member Of Description: ‘ ‘ 3
Managerment History Office: ‘ ‘

Managerment Activity

T ber:
General Properties elephone num ‘333-555-7777 ‘

Terrinal Services Properties oOther telephone numbers:
Dial-in Properties
@ This command allows pou & s | >
wew and edit general properiie. ‘
E-Mail: ‘t?.:tart@unﬁastcnrp.cnm ‘
‘Web page: ‘ ‘
Other web pages:
[a]*

| €D 1nkernet | ® 100 v
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w CII Active Directory

Management Tool e My Account Dir y Management

Goto ' Refresh ' Up | Active Directory % nihextnih.gov Drganizational Categories % Medical Laboratories % Tester, Thomas

3 Name .~ Description Type
_— » —

O ﬁ GAIN Project NIH Genetic Association Information Network Group

ﬁ Tester, Thomas

Disable Account

Reset Password
Copy

Rename
View RSaP
Mernber Of

Management History
Managerment Activity

General Properties
Terminal Services Properties
Dial-in Properties

@ s commanalaeE R
of groups in which the sefecte
object is a member. To add
object to new groups, ciick Ad
remoue the object from grou
select the groups from the li +
cfick Remove.

[1]

Add. I Remove I Set Pimary Group I

Primary group: Domain Users

I™ Show nested groups

| €D 1nkernet | ® 100 v

Remove user from group
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Failed to retrieve buttons from My Web Search, | Retry 3
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Active Directo
w CII Man:gemem?ool

Goto ' Refresh ' Up | Active Directory % nihextnih.gov Drganizational Categories 3

g Tester, Thomas Description
[ »

Disable Account

GAIN Project NIH Genetic Association Information Network Group
Reset Password
Copy
Rename
View RSaP
Mernber Of

Management History
Managerment Activity

General Properties
Terminal Services Properties

Dial-in Properties

@ This command displays the
of groups in which the sefected
object is a member. To add the
object to new groups, cfick Add.
remoue the object from groups,
select the groups from the list &
cfick Remove.

[1]
Add... I Remove I Set Pimary Group I

Primary group: Domain Users

I™ Show nested groups

| €D 1nkernet | ® 100 v

Add user to group..
Cannot be done without permissions...
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Failed to retrieve buttons from My Web Search, | Retry
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